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Glossary/Abbreviations/Definitions/Acronyms
												
For definitions of key terms not defined in this Procedure (e.g. personal data, special category data, data subjects and the ICO), please refer to EWR's Personal Data Handling Policy). Otherwise, the following capitalised terms shall have the meaning as set out below:													
	Term
	Description

	DBRT
	Data Breach Response Team, comprising of (i) the DPO; (ii) Data Protection Adviser; (iii) Head of IT; and (iii) Head of External Affairs. 

	EWR Data
	All data or other information, whether confidential or not, that is held, transmitted, stored or otherwise processed by EWR, or by third parties on behalf of EWR, in any form or medium (physical and digital/electronic).  

	DPO
	Data Protection Officer. 

	Data Protection Office
	The DPO and their assistant

	Data Breach
	As defined in section 1 (Introduction).

	Reportable Data Breach
	A Data Breach which it is likely to result in a risk to the rights and freedoms of natural persons. Generally, this risk relates to the possibility of affected individuals facing financial, reputational, economic or social damage as a result of the Data Breach. 

	Response Plan
	The response plan set out in ‎Schedule 1.
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[bookmark: _Toc95913743]Introduction
East West Railway Company Limited ("EWR") collects, maintains and stores personal data which is used in its day-to-day business.  EWR has specific legal obligations to secure and protect the information it collects about individuals (for more information, see EWR's Personal Data Handling Policy).
A Data Breach is an incident where personal data held by EWR is lost or subjected to unauthorised access, modification, loss, damage, disclosure, or other misuse or interference with data (Data Breach). Data Breaches are not limited to malicious actions such as hacking or other cyber-attacks.  They are most often be caused by internal (and human) errors, including failure to follow information handling procedures, or from systems' failures that cause loss or inadvertent disclosure.  

[bookmark: _Toc95913744]Purpose
1. [bookmark: _Toc84868131][bookmark: _Toc95913745]
1.1. 
This Personal Data Breach Policy and Procedure (“Procedure”) sets out EWR's policy and procedure relating to the management of Data Breaches, including:							
the relevant and appropriate measures to respond to a Data Breach, including the immediate steps to be taken when a Data Breach is identified, in order to mitigate any damage and risk to our clients, EWR and/or affected individuals;
the roles and responsibilities for managing and responding to a Data Breach; and 
the relevant obligations which need to be complied with by EWR under applicable privacy and data protection legislation, regulatory and contractual requirements, such as timely notification of Data Breaches to the relevant supervisory authorities or affected individuals.
The Procedure should also be read in conjunction with EWR's Personal Data Handling Policy and applicable laws and regulations. If you have any questions about this Procedure, please contact the Data Protection Office. 												
[bookmark: _Toc95913746]Scope and applicability
2. [bookmark: _Toc84868133][bookmark: _Toc95913747]
2.1. 
This Procedure must be complied with by all permanent, temporary and casual staff employed by EWR and contractors engaged by EWR (collectively referred to as EWR employees).


[bookmark: _Toc95913748]Detecting and Reporting a Data Breach
3. [bookmark: _Toc84868135][bookmark: _Toc95913749]
3.1. 
Anyone at EWR who becomes aware of any security incidents or other circumstances which may constitute a Data Breach (regardless of whether or not it falls within their area of responsibility or whether or not the incident is regarded as minor) must immediately:												
	Actions:
	Report To:
	Contact Details:

	STEP 1: Report the security incident
	Data Protection Office 
	Email: dpo@eastwestrail.co.uk
After hours: 
dpo@eastwestrail.co.uk

	STEP 2: After reporting the security incident, complete the "Incident Notification Form" attached in ‎schedule 2
	
Data Protection Office 
	Email: dpo@eastwestrail.co.uk
After hours:dpo@eastwestrail.co.uk




[bookmark: _Toc95913750]Preventing and Preparing for a Data Breach
3.2. 
Data Security										
EWR has security safeguards in place to protect the information it holds, including physical and environmental security, computer and network security (including access control and cryptography), communications security and personnel security.  
Please refer the EWR's IT Security Management Procedure and EWR's IT Usage Policy for more details about EWR's expectations and requirements from employees, contractors and third parties where managing and handling EWR Data and carry out day-today business operations.
Insurance Coverage									
[bookmark: _Toc95913751](a)	EWR has reviewed its insurance to confirm that it is covered for Data Breaches under its professional indemnity insurance/cyber insurance policy.							
Response Plan										
0. EWR has put in place the Response Plan to this Procedure, which must be followed whenever a Data Breach is identified.
The Response Plan sets out each of the functions involved in implementing this Procedure and carrying out Data Breach management procedures.
The DBRT named in the Response Plan will make themselves available to deal with any Data Breach which is escalated to them at any time, including after hours.
Regular review and testing of the Response Plan						
0. EWR regularly reviews and tests its Response Plan to make sure it is up-to-date and will be effective.  This review occurs on an annual basis, and on an ad hoc basis as required (such as where there is a change to EWR's insurance, systems or personnel).  
The DBRT named in the Response Plan (or their contact details) may also be updated more frequently, so you should also refer to the most current version of this Procedure, available on the IMS System.
Third Party Service Providers								
0. All third party service providers which process personal data on behalf of EWR are required to have written agreements in place which includes an obligation to report any Data Breach to EWR without undue delay. All third party service providers must report any actual or suspected Data Breach to dpo@eastwestrail.co.uk as well as the relevant Contract Manager.			
[bookmark: _Toc95913752]Identifying a Data Breach
3.3. 
Data Breaches may fall into any of these categories:					
0. Confidentiality breach
Unauthorised or accidental disclosure of, or access to, sensitive, protected or confidential data.
Availability breach
Unauthorised loss of access to, or destruction of, sensitive, protected or confidential data.
Integrity breach
Unauthorised or accidental alteration of sensitive, protected or confidential data. 
Data Breaches are not limited to malicious actions theft of equipment or technology storing electronic data or "hacking", but may arise from internal errors or failure to follow information handling policies that cause accidental loss or disclosure. 
Examples:											
0. EWR Data has been encrypted by ransom ware or has been encrypted using a key that is no longer in our possession;
Power failure or denial of service attack which renders EWR Data unavailable, either permanently or temporarily;
An unauthorised party maliciously accesses EWR's systems;
Portable devices, such as laptops, smartphones or storage devices are lost, stolen or not disposed of appropriately;
Emails are inadvertently sent to the incorrect recipient;
Electronic access privileges are abused by employees;
Confidential material is published on social media or the internet generally (e.g. Wiki Leaks);
A third party informs EWR that they have accidentally received personal data of one of its customers;
A service provider detects that there has been a possible intrusion into its network which affects EWR Data;
A contractor working on EWR's IT systems accesses the customer database without authorisation; or
Paper records are stolen from insecure recycling or garbage bins.
When does EWR become "aware"								
0. EWR will be regarded as having become "aware" when it has a reasonable degree of certainty that a Data Breach has occurred that has led to personal or confidential data being compromised.  
In some cases, it will be relatively clear from the outset that there has been a breach, whereas in others, it may take some time to establish if EWR Data has been compromised.  It is key to take prompt action to investigate an incident in accordance with this Procedure to determine whether EWR Data have indeed been breached. 
[bookmark: _Toc5281235][bookmark: _Toc95913753]Responding to a Data Breach
3.4. 
Response Plan										
0. EWR has a legal obligation to immediately carry out an assessment where is becomes aware of a Data Breach or where it suspects or there are reasonable grounds to believe a Data Breach has occurred. 
Accordingly, EWR employees are required to follow the Response Plan in relation to any suspected or actual Data Breach that is identified. 
Remember that:
It is important to act quickly. The actions taken in the first 24 hours after discovering a Data Breach are often crucial to the success of the response.
Even if you are unsure about whether a Data Breach has in fact occurred, you should follow the escalation procedures in the Response Plan.
Every potential Data Breach needs to be taken seriously.  Breaches that may seem immaterial at first may turn out to be significant when they are fully investigated.
You should keep detailed records of:
a description of the Data Breach, including the types of information which may be affected and the types and number of people who may be affected;
the circumstances surrounding the Data Breach, including how and when you became aware of it; 
any actions taken in response to the Data Breach, including steps taken to contain any data loss or unauthorised access and to whom you have reported the Data Breach; and
the outcome of those actions.
Taking steps to contain a Data Breach							
0. EWR will not be taken to have suffered a Reportable Data Breach if the DBRT is satisfied that EWR has taken or is able to take sufficient remedial action to prevent unauthorised access or disclosure of the relevant information.
Strategies that can be used to contain Data Breaches include:
recalling emails containing personal data that are sent to the wrong recipient (assuming they are unread); 
contacting unintended recipients of personal data to request that records be permanently deleted or securely destroyed;
revoking physical access (such as cancelling security passes in issue);
blocking unauthorised electronic access to personal data, including by shutting down or suspending the affected system or, if that is not practical or would result in loss of evidence, revoking computer access privileges or changing passwords;
updating network security controls, including intrusion prevention and detection systems and conducting penetration or vulnerability testing; and
notifying:
0. individuals of the breach so that they can take steps to protect themselves to limit the potential damage (for example, by cancelling their credit card or having a new bank account number issued);
notifying credit card companies, financial institutions or credit reporting agencies who may be in a position to take steps to prevent further financial harm.  This step should only be taken where approved by the Data Security Response Team; 
notify insurers and follow the steps set out in the insurance policy.
Any notifications should only be made after obtaining approval by the Data Security Response Team.  In particular, an assessment must be made as to whether any proposed use or disclosure of personal data in connection with such notifications is lawful under the UK Data Protection Laws and also the potential consequences of such notifications foreclosing EWR's decision whether or not to make a notification to individuals and ICO as set out in this Procedure.
Reporting Data Breaches internally								
0. EWR employees must notify the Data Protection Office of all Data Breaches (including "near misses") that are suspected, including minor breaches. Where an incident involves digital data and/or technologies, the Data Protection Office shall in turn notify the DBRT.  
This escalation should occur as soon as possible by both a phone call to the Data Protection Office to put them on notice of the breach and an email to the Senior Information Risk Owner ("SIRO") setting out the relevant particulars of the breach.
The email should include the following information:
a description of the Data Breach, including the types of information affected and the types and number of people who were affected;
the circumstances surrounding the Data Breach, including how and when it was identified; 
a description of the consequences or likely consequences of the beach;
any actions taken in response to the Data Breach, including steps taken to contain any data loss, or damage or unauthorised access and to mitigate any damage or distress caused to data subjects; 
the outcome of those actions; 
the reasons for making the decision whether or not the Data Breach is a serious data security breach; and
whether any further actions are required.
All such information will be shared in an Internal Data Breach Register.
IF IN DOUBT, ESCALATE. 
All security incidents shall be recorded by Data Protection Office 
Data Breach Response Team								
0. The DBRT is made up of key personnel from across the business, and key external advisers, who possess the necessary skills and experience to effectively respond to any Data Breach.  
The team is led by the DPO, who will be responsible for reporting to EWR's senior management and for co-ordinating the DBRT.  
The DBRT must formulate its governance processes as to conducting its meetings and investigations in the most timely and efficient manner.  
Any reputational issues for EWR arising from an information security incident shall be managed by the Head of External Affairs and the Director of Strategy.																			
[bookmark: _Toc5281236][bookmark: _Toc95913754]Reporting and Notification Protocols
3.5. 
The requirement to report externally is based on whether the Data Breach has impacted the Data Subject, satisfying an appropriate level of severity which is conducted using Severity Impact Analysis (SIA).  
This means that the key element in deciding whether a Data Breach is in fact a Reportable Data Breach is whether the unauthorised access to, unauthorised disclosure of, or loss of, personal data is likely to result in a risk to the rights and freedoms of any of the individual data subjects to whom the information relates.
The Data Protection Office will conduct a severity impact analysis in accordance with Schedule 5. 
Regulator Notification Requirements
Where notification is required, the Data Protection Office  will manage the notification. Depending on the nature of the data breach and its potential causes, notification to the ICO may be compulsory and will be managed in a timely manner, usually as soon as the breach is known and initially assessed; and no later than 72 hours after the breach. An example of a form which may be used to report is set out in schedule 4.
Data Subject Notifications	
Where the data breach presents a high risk to data subjects, data subjects also need to be notified.  The Data Protection Office will assess whether a notification needs to be made and approve any such notifications in accordance with the process set out in Schedule 5. 

Please note that following a data breach, EWR may receive an increased number of data subject access request. please refer to the Data Subject Access Request Procedure for more details.
Liaising with the ICO
0. It may be necessary or desirable for EWR to engage in negotiations with the ICO about:
the remedial action taken by EWR to prevent unauthorised access or disclosure of information in connection with the breach;
the contents of any notification; 
if appropriate, seeking a waiver of further notification requirements.
Interaction with the ICO will be determined and handled by the Data Protection Office.
Liaising with the Department for Transport						
In the event of a data breach requiring notification to the ICO, the Data Protection Officer shall inform the Department for Transport data protection team as soon as reasonably practicable after the breach has occurred.
[bookmark: _Toc5281237][bookmark: _Toc95913755]Incident Review and Preventative Action
4. [bookmark: _Toc84868141][bookmark: _Toc95913756]
4.1. 
All information security incidents shall be reviewed and analysed so that findings on the types and frequency of events can be:							
(a)	incorporated into 'Lessons Learned';
(b)	used throughout the business to formulate the revision of policy and procedures; 
(c)	promote process improvement.
Incident review and preventative action will consists of the following key steps:			
0. Prevention plan
As soon as possible, and in parallel to any other action taken under this Procedure, the DPO will develop a prevention plan, and propose specific preventative measures to avert similar incidents, which have caused the Data Breach, to occur in the future.  The DPO will update relevant protocols and procedures as appropriate.  The following items should be considered:
A review of employee training practices;
A review of policies and procedures to reflect the lessons learned from the Data Breach and the investigation; and
Employees training in responding to Data Breaches effectively.
Where the data breach is part of a wider cyber incident, the DPO will consult with the Information Security team, who will develop their own prevention plan, which will include a security audit of physical and technical security.
Where the data breach is part of a wider business continuity incident, The DPO will consult with the Business Continuity team, who will develop their own prevention plan.
Please refer to EWR's Business Continuity and Disaster Recovery Plan for more information.
Statement of action
The DBRT must prepare a Statement of Action as soon as practicable after the prevention plan has been established.  The Statement of Action must indicate the:
Department in which the Data Breach has occurred;
The date and time the Data Breach has been reported to the ICO;
The steps taken to ensure that data subjects likely to have been impacted by the Data Breach have been informed and informed of their rights and support available to them (if any); and
The preventative actions being implemented to prevent similar Data Breaches in the future.
Data Breach Audit										
Where determined appropriate by the DBRT or the DPO, after the Data Breach has been resolved, the Data Breach Audit Team, in cooperation with the DPO will conduct a detailed audit investigating:
0. The significance of the Data Breach;
The category of the Data Breach (once off event or a potentially recurring event);
The impact and effectiveness of the management of the Data Breach and its consequences; 
Whether this Procedure was complied with and other protocols were followed; and
The effectiveness of the preventative measures proposed in the prevention plan.
Incident Documentation									
The DBRT ensures that the incident is fully documented and signed off by the DPO.  This includes any decisions and judgments made, as well as the cause of the Data Breach and any recommendations for change to prevent a reoccurrence.  The incident should only be marked "Closed/Resolved" once the above process has been completed, remedial action(s) are documented and all related documents have been attached.  
Allocation of Resources									
The DPO will advise the Board of any resources that will be required in accordance with the prevention plan to prevent a similar occurrence in the future.
[bookmark: _Toc5281238][bookmark: _Toc95913757]Quality Records (Archiving)
5. [bookmark: _Toc84868143][bookmark: _Toc95913758]
5.1. 
The person accountable for storage and managements of data relating to this Procedure is responsible for the compilation of relevant data.
Arrangements for the documented information process are defined in the Management of Business Process Documentation Procedure EWR-EWR-QM-XX-PD-K-000003.
 Quality Records (Archiving)
	ID
	Artefact
	System
	Archiving standard 

	1
	

	
	

	2
	

	
	



[bookmark: _Toc5281239][bookmark: _Toc95913759]Participating systems
6. [bookmark: _Toc84868145][bookmark: _Toc95913760]
6.1. 
 Participating systems
	System 
	Activity
	Application 

	

	
	

	


	
	



7. [bookmark: _Toc84868147][bookmark: _Toc95913761]
7.1. 
8. [bookmark: _Toc84868149][bookmark: _Toc95913762]
8.1. 
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[bookmark: _Toc86856465][bookmark: _Toc95913769][bookmark: _Ref86248225]Appendix 1 SChedule 1
[bookmark: _Toc86856466]Response Plan
 EWR identifies potential Data Breach
Data Breach discovered or suspected by EWR staff member
What should the staff member do?
· Immediately take any available steps to contain Data Breach and stop data loss/unauthorised access.
· Immediately notify the Data Protection Office of suspected Data Breach (including all relevant particulars) (see section ‎6.3 of Policy). 
What should the Data Protection Office do?
· Convene meeting with Data Security Breach Response Team as soon as possible (starting with Legal).
· Immediately follow the steps set out in section ‎4.4 of this Response Plan.

















DATA SECURITY BREACH RESPONSE TEAM
Data Protection Advisor 
Data Protection Officer
Head of External Affairs
Head of IT
Head of Risk (by exception)
Internal Legal 
HR (by exception)
External Legal (by exception) 
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[bookmark: _Toc95913770]Appendix 2 DATA BREACH RESPONSE TEAM - KEY RESPONSIBILITIES
Upon escalation of a Data Breach, the DBRT must:
	Step 1: Contain
	Contain the breach and conduct preliminary assessment
	Data Protection Advisor to convene an immediate meeting or phone call of the DBRT.  Involve Legal first to seek to preserve legal privilege in relation to the communications.  
Legal/Insurance to check insurance policy to ensure any required steps are taken, including notification of the insurer.  
Immediately contain the breach:
IT to secure the IT systems and suspend or shut down part of the network if required; 
Building security to be alerted if necessary; and
Consider whether to engage third party service providers, such as a Forensic Expert (security specialist).
Ensure evidence is preserved that may be valuable in determining the cause of the breach, or allowing EWR to take appropriate corrective action.
IT to establish a remediation program, while at the same time ensuring business continuity.
DPO to inform EWR senior management of the breach and provide ongoing updates on key developments.
PR to develop a communications or media strategy to manage public expectations and media interest, including protocols on dealing with the press, key messages, talking points and proactive and reactive media statements, operating a media hotline and monitoring media coverage.  

	Step 2: Evaluate
	Evaluate risks associated with the breach
	Promptly conduct initial investigation:
Legal to put in place an investigations protocol to ensure issues are considered from the outset, including legal privilege;
IT/Forensic Specialist to investigate the breach from a technical perspective, in conjunction with and under the co-ordination of the Legal team as part of the wider investigation into the incident;
Legal to carry out a comprehensive investigation into the breach, its effects and remediation, in parallel with assessing legal and regulatory obligations.  Consider if any immediate notifications need to be made including internally, and also externally to insurers; and
HR/Legal to co-ordinate interviews with: 
employees, including the person who discovered the breach and any employees suspected of wrongdoing; 
EWR's management; 
EWR's external IT service providers (e.g. cloud storage providers), if necessary; and 
any specialist data recovery, forensic or other technical experts, if necessary.
Establish information about the breach, including:
the date, time, duration and location of the breach;
the type of personal data involved in the breach;
how the breach was discovered and by whom;
the cause and extent of the breach;
a list of the affected individuals, or possible affected individuals;
the risk of serious harm to the affected individuals; and
the risk of other harms (e.g. to EWR).
Keep appropriate records of the suspected breach and actions of the DBRT, including the steps taken to rectify the situation and the decisions made.

	Step 3: Notify
	Determine who (if anyone) should be notified and execute communication strategy
	Determine whether (and when) to notify affected individuals where there is a real risk of serious harm to the affected individuals (in some cases, it may be appropriate to notify the affected individuals immediately so they can take steps to protect themselves and limit the potential damage). Key considerations: identity theft, physical harm, humiliation, damage to reputation, loss or business or employment opportunities.
Determine whether to notify the ICO where there is a real risk of serious harm to the affected individuals. 
Consider whether others should be notified, including: 
police, law enforcement agencies or cyber security agencies (for example, if theft or criminal activity is involved or there is a threat to national security);
professional or regulatory bodies, if required by professional or regulatory laws or standards; 
other agencies or organisations affected by the breach; 
credit card companies, financial institutions or credit reporting agencies, where their assistance is necessary for contacting individuals or assisting with mitigating harm;
government agencies such as the HMRC, where they may provide information and assistance to affected individuals and take steps to protect the integrity of identifiers; and/or
the media. 
Where a law enforcement agency is involved, consult with them first before making any details public to ensure the investigation is not compromised (including to affected individuals). Delaying the disclosure of details about a breach of security or information systems may also be appropriate until that system has been repaired and tested.
Further details about the notification requirements and how the communication strategy should be executed. Ensure Legal is involved in this process.

	Step 4: Prevent
	Implement strategies to prevent future breaches
	Fully investigate the cause of the breach.
Report to EWR management on outcomes and recommendations, including whether to:
update security systems and Response Plan;
make appropriate changes to policies and procedures;
revise employees training practices;
revise service providers; and/or
conduct an audit to ensure necessary outcomes are achieved.
Legal to assess the legal risks, including regulatory liability, civil liability (for negligence, breach of contract, breach of confidence, defamation or breach of statutory obligations) and criminal law issues.
HR/Legal to manage any disciplinary processes, including employee exits.
Consider corporate governance issues, such as the impact of the breach on EWR's annual report.


























[bookmark: _Toc95913771]Appendix 3 ICO – CONTACT DETAILS
Telephone: 	0303 123 1113
Post:		Information Commissioner’s Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF
Email:		icocasework@ico.org.uk
Website:	https://ico.org.uk 




































[bookmark: _Toc95913772][bookmark: _Ref86248451]Appendix 4 Schedule 2
[bookmark: _Toc86856468]Incident Notification Form
This form should be completed by the person who is reporting the breach or someone acting on their behalf. 
	INCIDENT NOTIFICATION FORM

	Please complete and email this form to dpo@eastwestrail.co.uk immediately after you have discovered any incident that may result in a Data Breach.

	Are you the person reporting the breach?
If not, please indicate who you are reporting the breach on behalf of?
Name, organisation and contact details of reporting employee.
	

	Please describe what has happened.
	

	At what date and time and by whom was the Data Breach discovered?
	

	At what date and time do you think the Data Breach may have occurred?
	

	Which information is affected?
	

	Is personal data[footnoteRef:2], in particular Sensitive personal data[footnoteRef:3] concerned? [2:  	"personal data" means any information or opinion, whether true or not and whether recorded in a material form or not, about an identified individual or an individual who is reasonably identifiable, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to factors specific to the identity of that individual.  Specific rules apply to personal data.  ]  [3:  	"special personal data" is data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, trade union membership, genetic data, biometric data, data concerning health and data concerning a natural person's sex life or sexual orientation (also known as "special category data") together with information about a data subject's criminal convictions and offences. Even stricter protection must be applied to this data.  Even stricter protection must be applied to this data.] 

	

	Are client confidential data concerned?  If Yes, what is the matter number?
	

	Do you know or suspect the cause of the Data Breach?
	

	For which purposes do we use the affected information?
	

	Please state the approximate number and categories of individuals (e.g. employees, customers) affected.
	

	Please describe what potential harm the incident may cause to individuals.
	

	Please describe what potential harm the incident may cause to clients.
	

	Please describe any immediate action, if any, taken to remedy the Data Breach and secure information concerned.
	

	If such action was taken, did it resolve the issue?  Do you believe further action is required? 
	
























[bookmark: _Toc95913773][bookmark: _Ref86814876]Appendix 5 Schedule 3
[bookmark: _Toc86856470]Likelihood checklist
	Items to consider
Please specify whether it is affecting any combination of:
(1) personal data;
(2) clients data;
(3) third party data;
(4) EWR Data).
	Likelihood (Low/Med/High)

	The kind(s) of information
	

	The sensitivity of the information
	

	Whether the information is protected by one or more security measures 
	

	How difficult it is to overcome any such security measures
	

	The person(s) or entity(ies) who have obtained or could obtain the information
	

	Whether a security technology or methodology was used to make the information unintelligible or meaningless to person(s) or entity(ies) who are not authorised to obtain the information (e.g. encryption)
	

	How difficult it would be to circumvent the technology or methodology
	

	The nature of the harm that could occur to the individual(s) or entity(ies) to whom the information relate
	

	Any other relevant matters
	

















[bookmark: _Toc95913774][bookmark: _Ref86248472]Appendix 6 Schedule 4
[bookmark: _Toc86856472]Data Breach Notification Form 
The following should be used to report a data breach to the supervisory authority.  
This form should only be used by the DPO or someone authorised by the DPO to do so.  
	DATA BREACH NOTIFICATION FORM

	Supervisory authority
	

	

	Contact person
	

	Organisation
	

	Telephone number	
	

	Email address
	

	

	Nature of the breach
	

	Cause of the breach
	

	Type of data subjects affected
	

	Number of data subjects affected
	

	Type of records affected
	

	Number of records affected
	

	

	Likely consequences of the data breach
	

	

	Measures already taken
	

	Measures proposed to be taken
	

	Other bodies notified
	






























[bookmark: _Toc95913775]Appendix 7 Schedule 5
[bookmark: _Toc95913776]Guidance on Severity Impact Analysis (SIA)
1. [bookmark: _Toc95913777]The DBRT must complete the following steps:
Immediately assess, upon initiation of the protocols, whether the data breach qualifies as a Reportable Data Breach.  This is done by completing a likelihood checklist (as set out in ‎‎schedule 3) and a likelihood/impact matrix; and
Document their analysis promptly and without undue delay, at the latest, at a time that ensures that a Reportable Data Breach can be notified to the supervisory authority, client or regulator in accordance with applicable law and this procedure.  This analysis should be conducted concurrently with, and irrespective of, any appropriate remedial action(s) which may already be underway to mitigate or contain the Data Breach.
[bookmark: _Toc95913778]Likelihood checklist
"Likelihood" is a critical but subjective component of this decision.  The DBRT should take into account when completing the Likelihood checklist:
The categories of personal data involved?
Does it include special category of data such as information about a person's racial or ethnic origins, political or religious beliefs, sexual orientation, health, genetic or biometric information?  
Does the information include information that can be used for identity theft and other fraudulent activities such as government identifiers, such as tax numbers, national insurance numbers, driver's licence numbers or passport numbers, credit or debit card numbers?  Does the information relate to persons under the age of 18?
Has confidential or commercial-in-confidence information been disclosed to the public?  
Does the context of the information (i.e. the fact that it is held by EWR) make it more sensitive?  Is the information involved valuable to EWR?
Is the information protected by one or more security measures?  What is the likelihood that any of those security measures could be overcome?
Is the information encrypted or password protected? Has the information been anonymised pseudonymised or otherwise de-identified?  Remember, information will not be personal data if a specific individual cannot be reasonably identified from the information.									
Who is affected by the breach?
Has the breach affected EWR employees, customers, employees of customers or service providers, individuals related to other agencies or organisations (such as business partners) or members of the public?
Certain people may be at more risk of harm than others.
How many people are affected by the breach?
Is the breach likely to affect a large number of people?  
If the breach is part of a systemic problem, for example inadequate encryption, greater numbers of people may be affected by subsequent breaches.  
Who has obtained (or could obtain) access to the information as a result of the breach?
Has the information been posted (including inadvertently) on a publicly accessible website?  Is there a risk of further dissemination?  Remember, a sensitive email sent to the wrong recipient could be forwarded to a broad range of people very quickly. 
You should also consider whether people who have obtained access to information are able to circumvent or bypass security measures or encryption that protect it.
Was there an intention to cause harm?
Was the breach deliberate or accidental?  Is there evidence that suggests theft, and was the information the target?  
Individuals may be at an increased risk of harm as the result of a breach that involves theft or malicious behaviour, including by an employee or as part of a cyber-attack, when compared to a breach caused by an inadvertent error.  This will heighten the need to provide notification to the individual, as well as law enforcement.
How could the information be used?  What is the nature of the harm that could be caused by the breach?
For individuals, could it be used to cause identity theft, financial loss, threat to physical safety, threat to emotional wellbeing, loss of business or employment opportunities, humiliation, damage to reputation or relationships, or workplace or social bullying or marginalisation? 
For EWR, could it be used to cause loss of public trust, reputational damage, loss of assets (e.g. stolen computers or storage devices), financial exposure (e.g. if bank account details are compromised), regulatory penalties, extortion or legal liability?  Could there be media or stakeholder attention as a result of the breach?)  
Have there been other breaches which could have a cumulative effect?
Although small breaches may seem insignificant when considered separately, the cumulative effect may be significant.
Is there a risk of ongoing breaches?
Is the breach the result of a systemic problem with EWR's practices and procedures?  
Examples where notification would not be required:
The personal data affected are already publicly available and a disclosure of such data no longer constitutes a likely risk to the individual;
The personal data affected have been properly encrypted with a state of the art algorithm and made essentially unintelligible to unauthorised parties, the confidentiality of the encryption key is intact and a copy or a backup exists.  If it later becomes evident that the encryption key was compromised or that the encryption software or algorithm is vulnerable, then the risk to the rights and freedoms of natural persons will change and thus notification may now be required.
Example:
You discover that a CD with unencrypted data is lost: Even if you cannot ascertain whether unauthorised people have actually gained access to the data, this incident would have to be notified since there's a reasonable degree of certainty that a Data Breach has occurred.  The company would become "aware" at the time it realised the CD had been lost.
Conducting an SIA: Likelihood and impact matrix
The SIA will be conducted using the risk matrix below to appropriately guide the assessment of the severity of the breach and determine whether the circumstances of the data breach, on its facts, is more or less likely to be reportable.
	Likelihood
	High
	
	
	
	
	

	
	Med
	
	
	
	
	

	
	Low
	
	
	
	
	

	Impact
	Negligible impact
	Low impact
	Medium impact
	High impact
	Very high impact


It is likely that the following actions and escalation will, at a minimum, take place as a result of the risk matrix:
	Likelihood
	High
	DBRT
	DBRT
	GC
	GC
	Reportable

	
	Med
	DBRT
	DBRT
	GC
	GC
	GC

	
	Low
	Not reportable
	DBRT
	DBRT
	GC
	GC

	Impact
	Negligible impact
	Low impact
	Medium impact
	High impact
	Very high impact


Each case must be analysed and assessed by the DBRT on its own sets of facts consistently using the criteria below.
Likelihood
The assessment of the likelihood is based on the probability of the Data Breach impacting any combination of individuals or entities, clients, third parties or the company.
	Low
	Medium
	High

	Unlikely to impact
	Likely to impact
	Very likely to impact



Impact
The assessment of the impact is based on the severity that a Data Breach can have on any combination of individuals or entities, clients, third parties or the company.

	1. Negligible
	2. Low
	3. Medium
	4. High
	5. Very High

	No adverse consequence loss or damage and can be absorbed
	Impact is relatively small, contained and controllable and does not affect our business (including our clients) as a whole
	Significant impact on our business (including our clients) but can be contained despite adverse consequences
	Major adverse impact loss or damage to our business (including our clients) with significant adverse consequences for a longer period of time
	Immense adverse consequence, loss or damage with our business (and/or our clients) inability to survive or continue

	E.g.
	E.g.
	E.g.
	E.g.
	E.g.

	Minimal risk to rights and freedoms of affected individuals 
	Low risk to rights and freedoms of affected individuals
	Moderate risk to rights and freedoms of affected individuals
	High risk to rights and freedoms of affected individuals
	Very high risk to rights and freedoms of affected individuals

	Negligible, no public concern- only routine internal reporting
	Minor distress, minor damage – visible limited/localised media interest, internal reporting
	Substantial short term distress – restricted negative publicity from local media, internal inquiry
	Substantial long term distress – main stream media report, internal inquiry 
	Substantial long term distress to multiple parties – broad public concern and media coverage

	Minor compliance issues – no or negligible impact, offence punishable by small fine
	Short to medium term action required- minor impact, offense punishable by moderate fine
	Immediate action needed to achieve compliance – measurable impact, offense punishable by major fine
	Shutdown of service for non-compliance – significant impact, offence punishable by imprisonment
	Shutdown of multiple services for non-compliance – major consequences to a person or agency

	No or negligible threat to, or disruption of business or systems or service delivery
	Minimal threat to, or disruption of localised business or systems or service delivery
	Moderate threat to or cessation of a service for a week, and subsequent disruption
	Multiple essential/critical services impaired, or disrupted over a month
	Cessation of multiple essential/critical services for several months



When and how to notify Data Subjects
0. When assessing risk, consideration should be given to both the likelihood and severity of the risk to the rights and freedoms of data subjects.  Where the consequences of a breach are more severe, the risk is higher and similarly where the likelihood of these occurring is greater, the risk is also heightened.  Please refer to the likelihood checklist (set out in ‎schedule 3) and impact matrix for further guidance.
The following criteria contained in the guidance of the supervisory authorities should be taken into account:
The type of breach
For example, a confidentiality breach whereby medical information has been disclosed to unauthorised parties may have a different set of consequences for an individual to a breach where an individual's medical details have been lost, and are no longer available.
The nature, sensitivity, and volume of personal data
A key factor is the type and sensitivity of personal data that has been compromised by the breach.  Usually, the more sensitive the data, the higher the risk of harm will be to the people affected, but consideration should also be given to other personal data that may already be available about the data subject.
Ease of identification of individuals
An important factor to consider is how easy it will be for a party who has access to compromised personal data to identify specific individuals, or match the data with other information to identify individuals. 
Severity of consequences for individuals
Depending on the nature of the personal data involved in a breach, for example, special categories of data, the potential damage to individuals that could result can be especially severe, in particular where the breach could result in identity theft or fraud, physical harm, psychological distress, humiliation or damage to reputation. 
Expected intentions of recipient
Whether EWR is aware that personal data is in the hands of people whose intentions are unknown or possibly malicious can have a bearing on the level of potential risk.
Where personal data is sent accidentally to the wrong department of an organisation, or to a commonly used supplier organisation, EWR may request the recipient to either return or securely destroy the data it has received.  In both cases, given that EWR has an on-going relationship with them, and it may be aware of their procedures, history and other relevant details, the recipient may be considered "trusted".  In other words, EWR may have a level of assurance with the recipient so that it can reasonably expect that party not to read or access the data sent in error, and to comply with its instructions to return it.
Even if the data has been accessed, EWR could still possibly trust the recipient not to take any further action with it and to return the data to EWR promptly and to co-operate with its recovery.  This does not mean that a breach has not occurred but may remove the likelihood of risk to individuals, thus no longer requiring notification to the supervisory authority, or to the affected individuals.
Special characteristics of the individual
A breach may affect personal data concerning children or other vulnerable individuals, who may be placed at greater risk of danger as a result.
The number of affected individuals
A breach may affect only one or a few individuals or several thousand, if not many more. Generally, the higher the number of individuals affected, the greater the impact of a breach can have.
Examples of transparent communication methods include direct messaging (e.g. email, SMS, direct message), prominent website banners or notification, postal communications and prominent advertisements in print media.
A notification solely confined within a press release or corporate blog would not be an effective means of communicating a breach to an individual. Depending on the circumstances, several methods of communication should be used. 
We may also need to ensure that the communication is accessible in appropriate alternative formats and relevant languages to ensure individuals are able to understand the information being provided to them.
Preparation of a Data Breach Statement
0. The DBRT is exclusively responsible for any statements, notifications or other communication with supervisory or other public authorities, clients, individuals affected or other third parties, such as the media, in relation to any actual or suspected Data Breach.  Anyone at EWR, and other parties involved in the procedure, are not permitted to engage in any such communication unless expressly so instructed by the DBRT or required under applicable law.
If notification is required, the DBRT must prepare a statement (a "Data Breach Statement") setting out (as required under law):
the identity and contact details of EWR;
a description of the Data Breach that has occurred, which may include when the breach occurred, what caused the breach, whether the breach was inadvertent or intentional, when and how EWR became aware of the breach, how many individuals were or may have been affected and whether the breach has been contained;
the kind of personal data affected; 
recommendations about the steps that affected individuals can take to protect themselves from the breach, such as changing their password; and
if the Data Breach also affected other entities, the identity and contact details of those other entities.
The Data Breach Statement may also include:
an overview of what EWR has done to control or reduce the harm, and proposed future steps that are planned;
what EWR will do to assist affected individuals;
sources of information designed to assist individuals in protecting against identity theft or interferences with privacy (such as guidance on the ICO's website); 
whether EWR has notified other third party bodies; and
how an affected individual can lodge a complaint with EWR or the ICO.
The Data Breach Statement should not:
include any personal data (other than that required to send the notification to the affected individual) to avoid possible further unauthorised disclosure;
include information that would reveal specific system vulnerabilities; or
contain material which is unrelated to the breach, as it may confuse recipients and affect the impact of the notification.
The wording of the Data Breach Statement may have legal implications, and the EWR Legal team should be involved in preparing it and should sign off on it. 
After approval by the EWR Legal team, the DPO sends the Statement in the format in ‎schedule 4 to the ICO.																																																				
Publication of a Data Breach Statement
0. EWR (led by the DBRT) must:
endeavour to issue a Data Breach Statement directly to each affected individual.  This should occur by phone, letter, email and/or in person (as appropriate).  It may be appropriate in certain circumstances to notify the individual's guardian, carer or authorised representative; or
in circumstances where this would be unreasonable, publish a copy of the Data Breach Statement on EWR's website and take reasonable steps to publicise its contents (for example, in the media); and
provide a copy of the Data Breach Statement to the ICO.
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