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[bookmark: _Toc95994235]Introduction
East West Railway Company Limited's ("EWR") Records (as defined in section 4 below), and the data contained within them, must be kept and managed responsibly. The purpose of these procedures is to ensure that EWR is compliant with applicable laws and regulatory requirements and with its business needs, in the way it deals with its Records.  

[bookmark: _Toc95994236]Purpose
1. [bookmark: _Toc84868131][bookmark: _Toc95994237]
1.1. 
The Policy is intended to assist EWR and its employees to:				
identify those Records which are subject to the record keeping requirements (i.e. "Company Records");
decide how and where these Company Records should be kept;
determine the minimum period a Company Record needs to be kept; 
consider what legal exceptions and considerations are applicable to keeping and destroying Company Records; and
assess how and when the Company Records should be destroyed. 
The EWR Retention Schedules in Appendix 4 sets out the minimum periods for Company Records retention.
These procedures assist colleagues to comply with the following EWR policy requirements.
It is always important to note that specific requirements and controls may apply to data which is subject to a general or specific litigation hold or preservation order which requires EWR and colleagues to preserve all data that may relate to a legal action against EWR. The relevant data will need to be retained and maintained available for the legal discovery process. If in doubt about such matters and your obligations or those of EWR, please contact the Data Protection Office.
Data Policy	
[bookmark: _Toc95994238]	In EWR's Personal Data Handling Policy, EWR sets its procedures around information handling and classification. EWR reviews the personal data which we hold regularly, and disposes of personal data securely, or anonymise it, if it is no longer needed.															

[bookmark: _Toc95994239]Scope and applicability
2. [bookmark: _Toc84868133][bookmark: _Toc95994240]
2.1. 
This policy must be complied with by all permanent, temporary and casual staff employed by EWR and contractors engaged by EWR (collectively referred to as "EWR employees" or "employees").
If you are uncertain whether something is within the scope of these procedures you should seek advice by contacting the Data Protection Office.
For any circumstances requiring exemptions to these procedures, please contact the Data Protection Office for guidance.


[bookmark: _Toc95994241]Company Records
3. [bookmark: _Toc84868135][bookmark: _Toc95994242]
3.1. 
Record											
A "Record" means any document (whether final or draft), any piece of correspondence, e-mail, recorded telephone conversation or written record, in electronic or paper format containing data.
Company Record										
For a Record to be considered a "Company Record", and so governed by the retention requirements set out in these procedures, it must:
have been created or received by a colleague at EWR, or by a third party on behalf of a colleague at EWR; and
contain data with Appreciable Value to the operations and/or administration of EWR (see below for the meaning of Appreciable Value).
Specific examples of Company Records can be found in the EWR Retention Schedules in Appendix 4.
Appreciable Value											
Factors to be applied to determine the value and classification of a Record and whether it has "Appreciable Value" to EWR include (but are not limited to) whether, to what degree and for what period the Record is:
0. useful to conduct everyday EWR operations and business;
needed to meet legal, regulatory, financial or statutory requirements;
used to maintain EWR history (e.g. course of dealing; past marketing efforts); and/or
used to aid in the interpretation of another Company Record (for example, in the case of a contract, Records such as early drafts and non-material correspondence may have Appreciable Value in connection with the main Company Record in question, i.e. the contract).
Whether a Record has Appreciable Value to EWR operations is determined by its content and not by its form, medium of transmission, or method of storage. This determination should take into account past determinations made as to Records with similar subject matter and data content.
Company Non-Records									
It is easier, at times, to decide what is not a Company Record, i.e. a "Company Non-Record", and as such does not need to be retained in accordance with these procedures.  
Examples of Company Non-Records include:
0. Duplicates
Note that a "Duplicate" copy containing additional original notes / comments (for example, handwritten notes on the original document) will count as an original.
Work-in-Progress or Drafts
Note that "Work-in-Progress" or "Drafts" are Company Non-Records only to the extent that they do not have Appreciable Value.  
Transitory Information
Examples of "Transitory Information" include (but are not limited to): 
business information created or received during day-to-day business which has no Appreciable Value beyond a short period of time (e.g. a daily stock report);
e-mails that contain no substantive data (e.g. invitations to lunch); 
online chats and text messages, which should be routinely discarded when they are no longer useful or the data they contain is transferred to a more formal Record (e.g. an email); and
notes of unofficial meetings, telephone conversations, or other personal notes - discretion must be used in determining whether and when to generate such transitory messages and, if generated, such Records should be routinely discarded when they are no longer useful or if the data they contain is transferred to a more formal Record (e.g. into a contract or report).  
If you are not sure whether there is a business need or Appreciable Value in relation to a particular Record, then you should contact the Data Protection Office.
E-mail											
There are no special rules for e-mails. To determine whether an e-mail must be retained and for how long, compare it to a paper letter, memo or other document, and if you would retain the paper version due to its content, then you are required to retain an e-mail for the same length of time.  

[bookmark: _Toc5281237][bookmark: _Toc95994243][bookmark: _Hlk95988756]Maintaining Company Records
4. [bookmark: _Toc84868141][bookmark: _Toc95994244]
4.1. 
EWR Data Classifications									
The data classification rules contained in EWR's Personal Data Handling Policy should be used by colleagues to identify the type and sensitivity of data. These data classifications are to be used by colleagues to assist in the retention and destruction of Company Records.  
Filing, Copying and Storage									
0. Every Company Record should be assigned a data classification based on the highest level of data classification of the data contained within the Company Record. The data classification should be documented and Company Records should be kept as appropriate to their data classification. 
Company Records must be stored in a durable medium such that they remain legible and retrievable during their retention period.  
Any copy must be an exact reproduction of the original.  
Company Records may be converted from one form to another (e.g. scanned from hard copy to a digital form, or converted from a Microsoft Office Word format file to an Adobe PDF file), so long as applicable quality control procedures are implemented and enforced.
Back-up sets of Company Records must be kept as appropriate to assure continued operation of the business in the event of a disaster or circumstance that makes the original set of Company Records unavailable. For more information regarding backups of electronic data, please contact the IT team. 
Each product team and function must take responsibility for storing hard copy documents in compliance with these procedures, whether the product team or function stores the Records itself on EWR premises or whether a third party is used for storage.  
For more information, please contact the appropriate Records Management Representative or a Security representative.
Certain categories of data should be retained securely subject to encryption protection. Please refer to the Information Security Management Procedure for more information. 
Digital Obsolescence and Data Preservation						
0. While digital technology continues to evolve, there is an ongoing requirement for the organisation to access and use the data and information held upon its systems and devices, as well as information processed through or held on its behalf by third parties. EWR shall carry out audits to ensure that its digital resources follow principles that, in turn, ensure that digital records are, and remain, trustworthy and accessible against the following criteria:
Authenticity – EWR shall carry out regular audits to ensure that digital records have not been subject to unauthorised or accidental alteration, corruption or loss;
Integrity – EWR shall maintain a thorough audit trail of actions that have been carried out through the lifecycle of a digital record;
Reliability – all archival processes and procedures undertaken to preserve digital records shall be fully documented and subject to audit; and
Usability – EWR shall preserve digital records held in line with best practice and provide sufficient metadata to allow the records to be located, retrieved and interpreted.
Record creators should consider the preservation of digital content at the point of its creation. This is to ensure that records, deemed sufficient in value to be preserved for the long-term, are created in a manner that will facilitate their preservation. 
Digital files to be preserved shall be managed within structured, secured, dedicated folders on local and corporate servers. 
The infrastructure required for digital preservation shall be sustainable for as long as there is a need for the digital resources it manages.
Full back-up routines shall be implemented to provide disaster recovery capability.
On occasion, the use of removable media may be necessary for record retention and storage, only when approved by the Head of IT. If removable media is required to be used, gold coated CD-R and DVD-R's or Ultrium magnetic tape cartridges shall be used and stored in an appropriate environment. In addition, the following criteria when using removable media shall be met:
removable media shall be checked annually for signs of physical deterioration and technical obsolescence;
migration to new removable media shall be carried out where necessary to ensure continuing access to the digital files; and
all removable media shall be used in accordance with the Acceptable Use Policy.
At the point of accession into the archive, digital records shall be properly screened and documented to ensure the 'chain of custody' is maintained, the records retain authenticity and that the digital preservation process begins with good quality data and metadata. To achieve this, EWR shall:
quarantine records prior to accession into archives and conduct anti-virus checks to ensure the incoming digital records should pose no threat to the integrity of other records;
identify, characterise and validate file formats;
gather appropriate descriptive, administrative and preservation metadata;
conduct fixity checks to ensure the authenticity of accessioned records; and
generate a 'preservation' and 'access' copy of the original.
EWR shall ensure that the physical infrastructure and IT systems required to store and manage its digital archive is protected from accidental or deliberate damage in accordance with the Physical Environmental Information section of the Acceptable Use Policy.
The deletion of digital resources and metadata shall only be allowed under controlled and authorised circumstances. Essentially, all devices and media that are to be retired from EWR's use should be securely removed, destroyed, or overwritten.
EWR shall conduct preservation planning to monitor the technological, financial, legislative and institutional environment and mitigate the risks of change to the accessibility of digital records. The organisation shall carry out preservation planning in accordance with guidance provided by the National Cyber Security Centre (NCSC) and other relevant Government authorities or applicable legislation. 
Risk Assessment - Regular risk assessments shall be undertaken on the organisation's digital records to determine the level of preservation action required.
Impact Assessment - EWR shall prioritise the actions it needs to take in accordance with external changes in the technology landscape, and in keeping with the risk appetite established by the Board.
Authentication and Access to Company Records						
Access to Company Records should be restricted as appropriate to the data classification and to the relevant colleague's role and responsibilities, always focusing on authorising the least access necessary to effectively run the business operation.
It may be appropriate for business reasons to store and access certain Company Records in an established database or system, such as Sharepoint or function's shared drive, for example.  
Colleagues should always consider whether the security and level of access of any such shared access database or system is appropriate, before using it to store Company Records. If in doubt, contact the IT Team.
The unauthorised destruction, removal or use of Company Records is prohibited and no colleague should falsify or inappropriately alter data in any Company Record. 							
Transitioning Colleagues									
If a colleague leaves EWR for any reason, or transfers internally, EWR must take steps to safeguard against access to Company Records being lost.
A "Transitioning Colleague" is any colleague who has transferred to another product team or function, changed job responsibilities, resigned, or been terminated.  
It is important for managers to ensure that Transitioning Colleagues' Company Records, and potentially relevant data and documentation subject to any Preservation Notice (see explanation of Preservation Notices below), is managed in accordance with these procedures. 
Transitioning Colleagues should take every necessary step to continue to protect Company Records and other important information and alert their managers of locations – both physical and electronic – and any passwords. 
Managing Corporate Changes								
If a line of business or EWR entity is sold, closed, or otherwise disposed of, for any reason, the relevant transaction documents must achieve compliance with these procedures.
Third Parties											
Where EWR engages a third party to create and/or store Company Records, the third party must comply with the relevant sections of these procedures or its own acceptable records management policy and procedures. The procedure for this is set out in Appendix 2.
[bookmark: _Toc5281238][bookmark: _Toc95994245]Company Record Retention
5. [bookmark: _Toc84868143][bookmark: _Toc95994246]
5.1. 
How Long Should a Company Record be Kept						
The Retention Schedules in Appendix 4 identifies all the specific types and categories of Company Records held and used by EWR and then sets out the relevant EWR retention period for each, and when each can be destroyed (subject to any legal exceptions).
The procedure for implementing the Retention Schedules is set out in Appendix 3.
Retention Exceptions and Considerations							
The Retention Schedules in Appendix 4 takes into account the legal and regulatory requirements which apply to EWR's retention of Company Records. However, there are a number of legal and regulatory requirements which could mean that EWR will need to keep a Company Record for a longer or shorter period than the retention period set out in the Retention Schedules.
0. Litigation Holds / Preservation Notices / Destruction Holds
A "Litigation Hold", "Preservation Notice", or "Destruction Hold" is a notice from the EWR Legal Department to those colleagues who may have Records connected to existing or potential legal proceedings (for example, any litigation, regulatory matter, complaint, subject access request, or other legal proceeding). These notices advise colleagues of their responsibilities to preserve, and not dispose of, certain Records. We refer to these together in the rest of these procedures as a "Preservation Notice".
The Records that need to be retained may include not only Company Records but also Work-in-Progress Records and Transitory Information Records.
While a Preservation Notice is in place, all relevant Records covered by the Preservation Notice must be preserved in accordance with the Preservation Notice (as notified by the EWR Legal Department), and these supersede any retention periods set out in these procedures. The relevant Records should be clearly marked "Subject to Preservation Notice – Do not destroy". 
Once a Preservation Notice is lifted (as notified in writing by the EWR Legal Department), then the appropriate retention periods in the Retention Schedules will determine when and how Records may be disposed of.  
Please contact the Data Protection Office, by telephone if possible, for more information on Preservation Notices currently in force. It is preferable to make initial contact by telephone because all correspondence relating to the relevant case or matter may be caught by the Preservation Notice, including your questions about the Preservation Notice itself.  
Penalties for failure to maintain Records in compliance with a Preservation Notice could be severe, both for EWR and for individual colleagues.   
If personal data as defined in EWR's Personal Data Handling Policy is caught by a broad Preservation Notice, thought should be given to whether that personal data remains pertinent to the matter in dispute. If the personal data is not pertinent to the matter in dispute, it may need to be deleted (please see the section on personal data below).
If colleagues are likely to leave EWR, steps should be taken in order to manage the retention of any Records identified and/or retained by that person which are relevant to the Preservation Notice.
Be aware that a Preservation Notice may also apply to the relevant Records held by a relevant third party. Please communicate that relevant Records must be retained and not destroyed to the relevant third party. Please also contact legal counsel.
Personal Data
For full guidance on how to collect, use and keep personal data, please refer to EWR's Personal Data Handling Policy. Applicable laws, such as the UK General Data Protection Regulation, and similar laws in other jurisdictions, together referred to below as "UK Data Protection Laws", usually contain provisions which relate to the retention and destruction of Records which contain personal data. For example:
The principle of data minimisation which is enshrined in many UK Data Protection Laws requires organisations such as EWR to ensure the personal data being processed is:
adequate - meaning sufficient to properly fulfil the stated purpose;
relevant – meaning that there is a rational link to the stated purpose; and
limited to what is necessary – you do not hold more than you need for that purpose.
The storage limitation principle states that you should not keep personal data longer than you need it for the purpose for which it was collected.
Individuals often have a right to erasure of their personal data in certain circumstances.
Where there is a mandatory legal or regulatory requirement for keeping a Company Record containing personal data, then if EWR complies with such mandatory requirement (e.g. a Preservation Notice or other legal requirement) it will not be considered to have kept the information for longer than is necessary, and so should not be in breach of UK Data Protection Laws or have to delete data if an individual exercises their right to erasure. 
On the other hand, if there is no mandatory legal or regulatory requirement to keep a particular element of personal data and the purpose for which it was originally stored is no longer relevant, then you should make a reasonable effort to remove or destroy that personal data. If an individual exercises their right to erasure, then you have a legal obligation to remove or destroy that personal data.
By way of example, after an employee leaves EWR, it may be necessary for business reasons to retain a Record that they worked here, noting their role, and the period of employment. It may not be necessary, however, to retain information about, for example, their next of kin or other potentially private or sensitive information.
For further information or guidance on specific local requirements relating to the processing of personal data, please contact the Data Protection Office.
Other considerations
Other considerations which may affect retention periods include:
0. A foreign legal or regulatory requirement binding on a EWR group company;
Company Records relating to tax or a tax audit (although it may still be possible to destroy duplicate copies of Company Records);
The form of the document (for example, more formal deeds in the UK need to be kept longer than simple contracts, because they have a longer statutory limitation period); and
Any continuing Appreciable Value to EWR. 
The Retention Schedules in Appendix 4 states where certain of these potential "exceptions" may apply against the relevant record series / categories, as and where appropriate. 
Any additional regulatory or business requirements must be identified, documented, and addressed before storing or sharing information with other companies or parties. 
If you have a question regarding any other legal considerations, please contact legal counsel, if possible, by telephone in the first instance.

[bookmark: _Toc5281239][bookmark: _Toc95994247]Destruction
6. [bookmark: _Toc84868145][bookmark: _Toc95994248]
6.1. 
When to Destroy Company Records							
All Company Records must be considered for destruction on a regular basis and at least once per year (for example, on designated records management days which will be communicated to all colleagues, for example with an announcement on EWR).  
In the absence of an applicable Preservation Notice, Company Records that have satisfied their applicable retention period must be destroyed in an appropriate manner.
Any personal data held in Company Records which is the subject of a valid request for erasure must be destroyed in an appropriate manner. Please refer to EWR's Procedure on Handling Data Subject Requests and contact the Data Protection Office upon receipt of a request for erasure of personal data.
How to Destroy Company Records								
Once identified and documented, the Company Record should be destroyed or disposed of as follows.  
0. Company Records should be destroyed having regard to the relative sensitivity of the information (e.g. taking into account its data classification), whether by EWR or by a third party, in a secure and effective manner to ensure that no confidential or internal use data, including personal data, can be obtained by others.  
If Company Records are sent to a third party for storage, the third party must be provided with the appropriate retention period and/or destruction date for each Company Record. The third party must be instructed that, at the date on which the record retention period expires / on the destruction date, the third party will need to notify EWR that certain Company Records are due to be destroyed, so that EWR can confirm their destruction (or further retention) in accordance with the agreed procedure. Please see Appendix 2 for more information.
If Company Records are destroyed by a third party, certificates of secure disposal should be obtained. 
Appropriate methods of disposing confidential hard copy format Company Records include shredding (via secure shredding bins or shredding machines) and incineration. 
Appropriate methods of disposing of confidential electronic Company Records include erasure, overwriting, or otherwise rendering the electronic medium permanently unreadable or irretrievable. 
Questions concerning the secure disposal of electronic confidential Company Records should be directed to the appropriate Records Management Representative or a Security representative.
When and how to Destroy Non-Company Records					
Non-Company Records should be destroyed on a routine and continuous basis, without the need for approval, in a sensible and secure way. For example, an employee can delete an electronic Record which has no Appreciable Value (such as an e-mail about a lunch meeting with colleagues) from his / her shared drive or inbox / outbox, or put a paper Record (such as a clear duplicate or old draft) in a confidential waste bin for shredding.













7. [bookmark: _Toc84868147][bookmark: _Toc95994249]
7.1. 
[bookmark: _Toc5281242][bookmark: _Toc95994250]Roles and Responsibilities 
[bookmark: _Toc84868149]Where appropriate, a detailed RACI table can be completed and be appended as required, supported by process maps or work-flow diagrams.
Roles and responsibilities

	Role
	Responsibilities

	Data Protection Office (DPO)
	· Overall responsibility for developing and maintaining these procedures.

	Records Management Representatives 

	·  A key point of contact for the Data Protection Officer and Legal Department in connection with records management matters. This is managed by the Quality Management Team. To notify the Data Protection Officer promptly of any identified breaches of these procedures that they become aware of.

	Legal Department
	· Responsible for ensuring colleagues are aware of the requirements of these procedures and receive appropriate information and guidance regarding how to best comply with the requirements of these procedures, and applicable laws and regulations.

	
	· Review of these procedures from a legal and operational perspective on a regular basis, and at least annually, to ensure that any additional standards required to ensure compliance with applicable local legal and regulatory requirements are identified and incorporated into these procedures.

	
	· To notify the designated Records Management Representative of a function or product area of any requirement to interrupt a scheduled Records destruction for purposes of an applicable Preservation Notice, taxation and/or other legal or regulatory requirement, including, but not limited to a legal or regulatory investigation.

	All Colleagues
	· It is the responsibility of all colleagues to ensure that Company Records under their control are retained in a way that facilitates the retention, retrieval and disposal of Company Records in accordance with these procedures.



[bookmark: _Toc95994251]Consequences for Non-Compliance
EWR is strongly committed to ensuring we do the right thing and supporting colleagues to do so. Breaches of procedure may therefore result in disciplinary action being taken in accordance with EWR disciplinary procedures. Contractors or agency workers representing EWR who breach policy may be liable to sanctions in accordance with the terms and conditions of their contract.


[bookmark: _Toc95994252]Contacts
[bookmark: _Toc95994253]Should you have any questions about the content of these procedures, please email the Data Protection Office.

[bookmark: _Toc84868154][bookmark: _Toc95994254]Key Performance Indicators (KPI’s)
8. [bookmark: _Toc95994255]
9. [bookmark: _Toc84868155][bookmark: _Toc95994256]
9.1. 

11.1.1.	Any relevant KPIs, including how they are measured and reported, should be identified in the table below.
Key Performance Indicators
	KPI
	Calculation
	Reported to:

	

	
	

	


	
	













[bookmark: _Toc95994257]Process Risks and Controls
10. [bookmark: _Toc95994258]
10.1. 
12.1.1.	This section should identify the risks and issues of the process, the potential impact if they actuate, the control activities in place to mitigate the risk, and the accountable role/team for these, in the table below.
Process risks and controls
	ID
	Risk
	Control 
	Accountable 

	1
	

	
	

	2
	

	
	



[bookmark: _Toc95994259]Quality Records (Archiving)
11. [bookmark: _Toc95994260]
12. [bookmark: _Toc95994261]
12.1. 
The person accountable for storage and managements of data relating to this Procedure is responsible for the compilation of relevant data.
Arrangements for the documented information process are defined in Section 6 of this document and the Management of Business Process Documentation Procedure EWR-EWR-QM-XX-PD-K-000003.

 Quality Records (Archiving)
	ID
	Artefact
	System
	Archiving standard 

	1
	

	
	

	2
	

	
	




[bookmark: _Toc95994262]Participating Systems
13. [bookmark: _Toc95994263]
13.1. 
Any systems relating to the activities within the Procedure should be identified in the table below – if applicable
 Participating systems
	System 
	Activity
	Application 

	

	
	

	


	
	




14. [bookmark: _Toc95994264]
14.1. 
15. [bookmark: _Toc95994265]
15.1. 
[bookmark: _Toc95994266]References
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[bookmark: _Toc95994270]
[bookmark: _Toc86094807][bookmark: _Toc86228063]Indexing, filing and storage – Minimum Standards
The following minimum standards apply to the naming and storage of hard copy and electronic Company Records for the purpose of assisting in the efficient creation, retrieval, retention and disposal of Company Records.
These minimum standards do not apply to Company Records already housed in a system with its own naming conventions. 
1. [bookmark: _Toc95994271]Naming Conventions for Company Records
Descriptive folder and/or file titles as provided below must be used when a EWR employee stores or saves a Company Record. 
Hardcopy and electronic documents are described separately in these minimum standards because they are stored differently.  
Hardcopy Folder Labels
Include the Record Series and/or Record Type.
In the alternative, use product area / function, subject matter, or a similarly descriptive title.
Include a date in the folder label if appropriate to indicate date range of the contents.
Example: "HR Training - 2010".
Electronic Folder Names
Include the Records Series and/or Record Type, and/or include the username of the owner of the folder.
In the alternative, use product area / function, subject matter, or a similarly descriptive title.
Include a date in the folder name if appropriate to indicate date range of the contents.
Example: "HR Training – 2020" or "J Smith Training 2020"
Electronic Subfolder Names
Include the Records Series and/or Record Type.
In the alternative, use product area / function, subject matter, or a similarly descriptive title.
Include a date range of the contents (e.g., the year, the month and year, etc.) if appropriate.
Example: "J Smith HR Training / Benefits Course Manuals 2020"
Electronic Document File Names
Include the Record Series or Record Type, or use the subject matter of the document or a similarly descriptive title. 
Include the date and a version number if applicable.
Example: "Benefits Training Slides 31.08.2020.v1"
[bookmark: _Toc95994272]Naming Conventions for Non-Records
For Non-Records (such as a Work-in-Progress, Draft, or Transitory Information), the above naming conventions are also recommended, but should also have some indication of draft status (e.g., version number or date) in the file name to identify the files as Non-Records, e.g. "Draft Benefits Meeting Slides 21.07.2020".
If a Work-in-Progress or Draft is finalised as a Company Record, it must be saved to the appropriate Company Record hardcopy or electronic shared drive folder (as described below), and the folder and document file naming conventions for Company Records must be used at that time. Be sure to remove any indication of draft status from the file name.
Unless otherwise subject to a Preservation Notice or business need, previous Work-in-Progress or Drafts should be disposed of once the document is finalised, and Transitory Information should be disposed of once it no longer has an ongoing business value.
[bookmark: _Toc95994273]Storage of Folders and Files
Electronic Documents (Non-Email)
Company Records
Networked shared drive folders (e.g. the "Z" drive in Legal or another comparable, secured network location that is regularly backed up and is accessible to authorised employees) are designated as departmental repositories of electronic Company Records subject to the Retention Schedules.
Local drives
That is, desktop or "C" drives on PCs and laptops and portable storage media (such as USB drives and portable hard drives) are not approved for the permanent retention of electronic Company Records.
Collaboration
If electronic Work-in-Progress, Drafts, or other Non-Records require departmental access for collaboration, employees should store such files on their departmental shared drive as described above for Company Records.
Confidential and restricted access Internal Use data
Files containing confidential and restricted access internal use data should be secured and only authorised colleagues should have access to such files. Storing such files on an individual colleague's personal network drive (e.g. on OneDrive or another comparable, secured network location that is regularly backed up and is accessible only to the author of the file) may provide the appropriate level of security. If the information is a Company Record that must be stored on a shared drive to provide access to authorised colleagues other than the author, employees should work with Security to assign appropriate security to the applicable shared drive folder.
Hardcopy Company Records
Segregate hardcopy Company Record files from Work-in-Progress, Drafts, and other Non-Record files so they are not kept in the same folder where appropriate.
Limit folder contents to annual one year periods where appropriate.
Provide appropriate check-in and check-out procedures for any onsite EWR file rooms.
Email
With regard to emails and email attachments which are deemed to be Company Records, the entire email and attachment(s) must be retained for the applicable retention period in the appropriate shared drive locations as described above, not in the email system or in archive folders. 
[bookmark: _Toc95994274]Non-Business Personal Information
The use of company resources to store personal, non-business information is discouraged.
Colleagues are discouraged from storing personal materials that consist of large volume file types (such as images, audio files, and video files) on company resources, including email, network, and local drives. 
[bookmark: _Toc95994275]Periodic Review
Periodically review Company Records, Non-Company Records, and non-business information, and as appropriate.
Update folder and file labels.
Transfer Company Records to off-site storage.
Dispose of Company Records that have expired and are not subject to a Preservation Notice.
Dispose of Non-Company Records that are not subject to a Preservation Notice.
Dispose of non-business information on EWR resources not subject to a Preservation Notice. 
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[bookmark: _Toc86094809][bookmark: _Toc86228065]Third parties and records management
From time to time, EWR will engage third parties to provide EWR with goods and/or services. Please see section 11 of EWR's Personal Data Handling Policy.
In this context "Third Parties" are persons or entities who are not employees of EWR, such as third party vendors, independent contractors, consultants, agents, representatives, and similar persons.
The appropriate EWR colleague who is responsible for the engagement and/or contract with the Third Party in question shall first determine whether the Third Party is or may be responsible for the creation of and/or storage Company Records. 
If the determination is positive, the following guidelines must be applied:
Third Parties who create Company Records shall be required as part of their engagement and contract with EWR to comply with the applicable sections of these procedures; or 
Third Parties may be permitted to follow their own equivalent records management policies and retention schedules, so long as such policies and retention schedules assure that the Third Party will manage EWR Company Records appropriately for the type of Company Record involved and in accordance with applicable legal and regulatory requirements; and
In each case, the Third Party must grant EWR reasonable access to their Company Records related to business performed for EWR. 
Upon termination of the Third Party relationship, Third Parties must be obligated to either deliver Company Records not already in EWR's possession to EWR or securely dispose of such Company Records, unless otherwise instructed by EWR in writing. 
Additional terms and conditions may be imposed on Third Parties with regard to record retention subject to local requirements and the nature of the Third Party relationship.
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[bookmark: _Toc86094811][bookmark: _Toc86228067]Procedure for implementing Retention Schedules
The Retention Schedules contain four columns: 
	TYPE OF DATA
	RETENTION PERIOD
	REASON
	COMMENTS

	
	
	
	



0. Type of Data
This helps to categorise the Company Records.
Retention Period
This describes the minimum period of time for which Records need to be kept.
Reason
This identifies the reason for why the Records need to be kept.
Comments
This provides additional comments in relation to the Records Retention.
Using the Retention Schedules
To apply the Retention Schedules, you must complete the following steps:
0. Identify the Type of Data that most closely describes a Company Record or set of Company Records in your possession. 
Once you locate your Company Record, apply the EWR retention period.
If Company Records are inherently mixed (for example, within a single file or within a single container) then it is sensible to apply the longest retention period.
Before making your final decision to destroy or to continue to retain the Company Record, consider and (if necessary) check and confirm whether there is a relevant Preservation Notice in force and/or whether another exception applies.
If you cannot match your function's Records to those listed on the Retention Schedules, but believe that it is nevertheless a Company Record (in line with the guidance in the "What is a Company Record" in section 2 of these procedures), or if you are unsure over which Retention Period should apply (if any), then check with your Records Management Representative or the Data Protection Office.

Key Principle:
A Preservation Notice takes precedence over the Retention Schedules. If you receive such a Notice from Legal which applies to any Record (whether a document or e-mail) do not destroy it until the Preservation Notice is released.  
The following questions should assist in making the right decision regarding using and keeping Company Records containing personal data:
0. Why should it be kept? 
Do I need to keep it?  
Do I need to keep all of it?
How long is it being kept for? 
How should it be filed, archived or destroyed securely? 
Should it be encrypted?
Can the personal data be isolated and removed?  
What if it had to be disclosed to the relevant individual to which it relates – e.g. if they were to make a formal "Data Subject Access Request", or as part of litigation?
If I decide to continue to retain it, have I documented in an appropriate place my decision and that I have considered the above factors?
If you are not sure, please contact the Data Protection Office.
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1. [bookmark: _Toc95994279]Company and Corporate Records
	TYPE OF DATA
	RETENTION PERIOD
	REASON
	COMMENTS

	Accounting records.
	-3 years from the date they were made (private company)
- 6 years from the date they were made (public company)
	Section 388(4) Companies Act 2006 (CA 2006)
	Tax requirements or other legislation may require longer.

	Register of members.
	Entries for former members can be removed 10 years after the date they ceased to be members.
	Section 121, CA 2006
	

	Register of directors.
	Indefinite
	Usual practice
	Section 162 of the CA 2006 requires the register to be kept but legislation is not explicit about retention periods. General practice is to retain details of current and former directors, together with date of ceasing to be a director.

	Register of directors' residential addresses.
	Remove addresses of former directors after 3 years.
	Best practice
	Section 165 of the CA 2006 requires the register to be kept but there is no statutory retention period or indication whether addresses of former directors should be removed. Company will need to consider anything that has been told to directors and what is appropriate.

	Minutes of internal directors' meetings.
	10 years from the date of the meeting
	Section 248, CA 2006
	Statutory minimum period (no period applies to meetings held before 1 October 2007, but best practice is to apply a consistent standard).

	Members resolutions passed other than at general meetings; minutes of general meetings, details of decisions provided by a sole director.
	10 years from date of resolution, decision or meeting
	Sections 355 and s358, CA 2006
	Minimum period; can be extended if appropriate.

	Health and safety inspections, property management and asset records.
	6 years
	Health and Safety at Work Act 1974 and Limitation Act 1980 (LA 1980)
	

	Historical records and archives about the company e.g. former directors, chairpersons, employees of note etc.
	Indefinite
	Usual practice
	Balance data minimisation principle against the need to retain this information for historical purposes in the legitimate interests of the organisation.






[bookmark: _Toc95994280]HR and Benefits Records
	TYPE OF DATA
	RETENTION PERIOD
	REASON
	COMMENTS

	Recruitment records including: 
Completed online applications or CVs; 
Equal opportunities forms; 
Assessments or tests;
Notes from interviews or exercises;
Pre-employment verification of candidate details; and 
Criminal records checks.
	6 months after notifying unsuccessful candidates of the outcome of the recruitment exercise.

Where a candidate is successful, this information will be retained while employment is ongoing and for seven years after termination of the employment. 
	Recruitment documents are retained for a period having regard to time limits for potential employment tribunal claims where a candidate is unsuccessful, and the risk of disputes following the termination of employment.  The retention period takes account of the six-year limitation period for most civil claims, and allows for a further period of time for notification of such a claim to be made to EWR




	

	Immigration checks.
	3 years after the termination of employment
	Appropriate to extend the two year statutory minimum retention period to enable the fact of a claim to be brought to EWR's attention
	

	Contracts including:
Written particulars of employment; 
Contracts of employment or other contracts; and 
Documented changes to terms and conditions.
	While employment continues and for 7 years after the contract ends
	It is appropriate to retain these records for seven years bearing in mind the risk of disputes following termination of employment.  The retention period takes account of the six-year limitation period for most civil claims, and allows for a further period of time for notification of such a claim to be made to EWR
	

	Collective agreements and past agreements that could affect present employees. 
	Any copy of a relevant collective agreement retained on an employee's record will remain while employment continues and for 7 years after employment ends
	It is appropriate to retain records relating to the terms and conditions of employment for seven years bearing in mind the risk of disputes following termination of employment.  The retention period takes account of the six-year limitation period for most civil claims, and allows for a further period of time for notification of such a claim to be made to EWR
	

	Payroll and wage records including:
PAYE records;
Records in relation to hours worked and payments made to workers;
Details on overtime; 
Bonuses; 
Expenses; and 
Benefits in kind.
	These must be kept for various statutory minimum periods. However, given their potential relevance to pay disputes they will be retained for 7 years after employment ends
	Statutory minimum retention periods including under the Working Time Regulations 1998 (SI 1998/1833); Income Tax (Pay As You Earn) Regulations 2003 (SI 2003/2682); National Minimum Wage Act 1988; and the Taxes Management Act 1970 have been extended to take account of the risk of litigation following the termination of employment
	

	Current bank details. 
	Bank details will be deleted as soon after the end of employment as possible once final payments have been made
	Best practice data minimisation
	

	Payroll and wage records for companies.
	These must be kept for 6 years from the financial year-end in which payments were made. However, given their potential relevance to pay disputes they will be retained for 7 years after employment ends.
	Statutory minimum retention period in the Taxes Management Act 1970 extended to account for risk of potential disputes  following the termination of employment
	

	Travel and subsistence.
	While employment continues and for 7 years after employment ends
	It is appropriate to retain these records for seven years bearing in mind the risk of claims or litigation following termination of employment.  The retention period takes account of the six-year limitation period for most civil claims, and allows for a further period of time for notification of such a claim to be made to EWR
	

	Record of advances for season tickets and loans to employees. 
	While employment continues and for 7 years after employment ends
	It is appropriate to retain these records for seven years bearing in mind the risk of claims or litigation following termination of employment.  The retention period takes account of the six-year limitation period for most civil claims, and allows for a further period of time for notification of such a claim to be made to EWR 
	

	Personnel records including:
Qualifications/ references; 
Consents for the processing of special categories of personal data; 
Annual leave records; 
Disciplinary procedures;
Grievance Procedures; 
Death benefit nomination and revocation forms; and 
Resignation, termination and retirement records.
	While employment continues and for 7 years after employment ends
	The retention period takes account of applicable minimum statutory retention periods and extends these bearing in mind the risk of disputes following the termination of employment.  The retention period takes account of the six-year limitation period for most civil claims, and allows for a further period of time for notification of such a claim to be made to EWR

	

	Working time opt-out
	7 years from the date on which they were entered into
	The Working Time Regulations 1998 (SI 1998/1833) and best practice
	

	Records showing compliance including:
Time sheets for opted-out workers; and 
Health assessment records for night workers.
	7 years after the relevant period
	The Working Time Regulations 1998 (SI 1998/1833) and best practice
	

	Maternity records including:
Maternity payments; 
Dates of maternity leave; 
Period without maternity payment; and 
Maternity certificates showing the expected week of confinement.
	7 years after the end of the tax year in which the maternity pay period ends
	The Statutory Maternity Pay (General) Regulations 1986 (SI 1986/1960) as amended, Maternity & Parental Leave Regulations 1999 and best practice
	

	Accident records created regarding any reportable accident, death or injury in connection with work
	At least 4 years from the date the report was made
	The Reporting of Injuries, Diseases and Dangerous Occurrences Regulations 1995 (RIDDOR) (SI 1995/3163) as amended, and Limitation Act 1980. Special rules apply concerning incidents involving hazardous substances.
	



[bookmark: _Toc95994281]Pensions Records
	TYPE OF DATA
	RETENTION PERIOD
	REASON
	COMMENTS

	Name and address of scheme or provider of the automatic enrolment scheme used to comply with the employer's duties. 
	6 years
	Employers' Duties (Registration and Compliance) Regulations 2010 (SI 2010/5) (Employers' Duties Regulations 2010) (regulations 5, 6 and 8)
	Minimum statutory period.

	Employer pension scheme reference.
	6 years
	Employers' Duties Regulations 2010 (regulations 5, 6 and 8)
	Minimum statutory period.

	Evidence scheme complies with auto-enrolment statutory quality tests. 
	6 years
	Employers' Duties Regulations 2010 (regulations 5, 6 and 8)
	Minimum statutory period.

	Name, NI number, date of birth and automatic enrolment date of all jobholders auto-enrolled (and corresponding details for non-eligible jobholders and entitled workers who have opted in or joined).
	6 years
	Employers' Duties Regulations 2010 (regulations 5, 6 and 8)
	Minimum statutory period.

	Evidence of jobholders' earnings and contributions.
	6 years
	Employers' Duties Regulations 2010 (regulations 5, 6 and 8)
	Minimum statutory period.

	Contributions payable by employer in respect of jobholders and dates on which employer contributions were paid to scheme.
	6 years
	Employers' Duties Regulations 2010 (regulations 5, 6 and 8)
	Minimum statutory period.

	If auto-enrolment postponement period used, records of workers who were given notice of postponement including full name, NI number and date postponement notice was given.
	6 years
	Employers' Duties Regulations 2010 (regulations 5, 6 and 8)
	Minimum statutory period.

	Auto-enrolment opt-in notices, joining notices and opt-out notices (original format).
	6 years (4 years for opt-out notices)
	Employers' Duties Regulations 2010 (regulations 5, 6 and 8)
	Minimum statutory period.

	Opt-in notices, joining notices and opt-out notices must be kept in the original format, although copies of the original format or electronically stored versions are acceptable (Pensions Regulator, Detailed Guidance Note 9, Keeping records, paragraph 8). 
	Indefinite
	Best practice. 
	

	If employer is (or was) sponsoring employer of an occupational pension scheme, any document relating to monies received by or owing to the scheme, investments or assets held by the scheme, payments made by the scheme, contracts to purchase a lifetime annuity in respect of scheme member and documents relating to the administration of the scheme. 
	For the tax year to which they relate and the following 6 years
	Registered Pension Schemes (Provision of Information) Regulations 2006 (SI 2006/567) (regulation 18)
	Minimum statutory period.

	Information relating to applications for ill health early retirement benefits, including medical reports.
	While entitlement continues and for period of 15 years after benefits stop being paid.
	Limitation period
	Employers may also need to keep data relating to employees' job descriptions to assist with any ill-health application.

	Death benefit nomination and revocation forms.
	While entitlement continues and for period of 15 years after the death of member and their beneficiaries. 
	Limitation period
	Longer may be required for public sector employees e.g. the National Archives suggests 100 years from date of birth.



[bookmark: _Toc95994282]Facilities and Security Records
	TYPE OF DATA
	RETENTION PERIOD
	REASON
	COMMENTS

	CCTV recordings.
	90 days for routine recordings
As long as necessary for any investigations or claims that arise

	Best practice
	No set period in law but as these can contain personal data, should be kept for no longer than is necessary for the purpose.
Relevant authorities must comply with the Surveillance Camera Code of Practice.

	Visitor logs.
	6 months
	Best practice
	No set period in law but as these can contain personal data, should be kept for no longer than is necessary for the purpose.


	Property management and asset records.
	6 years or 12 years depending on whether the agreement is executed as a simple contract or a deed respectively
	Limitation period
	If agreement has been executed as a simple contract, actions are time barred 6 years from the date of breach of contract (section 5, Limitation Act 1980). If the agreement is executed as a deed, actions are time barred 12 years from the accrual of the cause of action (section 8, Limitation Act 1980).

	Building contracts.
	12 years from practical completion when executed as a deed
	Limitation period
	An organisation may wish to break this down into sub-categories of agreement, for example, professional appointment, building contract, collateral warranty, third-party rights, development agreement and novation or assignment documents.
An organisation may also wish to list related documents such as insurance and finance, for example, bonds and parent company guarantees.
In addition, consideration should be given to other records relating to the building works, such as correspondence, which may be required in the event of a dispute.

	Leases.
	6 or 12 years depending on the issue
	Limitation period
	If the tenant has not paid rent, the landlord is time barred from recovering the same 6 years from the date the rent became due (section 19, LA 1980). Otherwise because a lease is usually executed as a deed, actions under leases are time barred 12 years from the accrual of the cause of action (section 8, LA 1980).

	Health and safety files for building works.
	6 years from completion
	Limitation period
	Organisations may wish to retain for longer to assist with future works and maintenance. 



[bookmark: _Toc95994283]IT Records
	TYPE OF DATA
	RETENTION PERIOD
	REASON
	COMMENTS

	General information about internally developed IT infrastructure, software and systems for internal use.
	 5 years from decommissioning of system
	Business need
	No statutory period so organisation can balance need to retain these records against data minimisation principle.

	General information about externally developed IT infrastructure, software and systems for internal or external use.
	 7 years from decommissioning of system
	Contractual obligation
Limitation period
	See also Procurement section

	General information about internally developed IT infrastructure, software and systems for external use.
	 7 years from decommissioning of system
	Contractual obligation
	Where IT infrastructure, software or systems are used externally (for example, by customers) then this information may be relevant to claims and disputes.

	Systems monitoring, (for example, to detect and prevent failures vulnerabilities and external threats).
	Current year plus 1 year
Consider whether records can be fully anonymised after this period (or no personal data collected in first place) where there is a need to keep these logs for longer or indefinitely
	Business need
Contractual obligation
Limitation period
	No statutory period so organisation can balance need to retain these records against data minimisation principle.
It may be advisable for an organisation to keep monitoring logs for as long as possible as malware or malicious code may go undetected in a system for a long period of time.
Where IT infrastructure, software or systems are used externally (for example, by customers), monitoring logs might also be relevant to claims and disputes.

	Business continuity and information security plans.
	3 years from when the plan is superseded
Consider whether record can be fully anonymised after this period (or no personal data collected in first place) where there is a contractual or legal obligation to keep these plans for a longer period.
	Business need
Legal or contractual obligation
Limitation period
	No statutory period so organisation can balance need to retain these records against data minimisation principle.
However, consider whether organisation is subject to any legal or contractual obligations in respect of business continuity which might necessitate a longer retention period, for example, under the NIS Regs.
Where IT infrastructure, software or systems are used externally (for example, by customers), business continuity plans might also be relevant to claims and disputes.

	Technical support and help-desk requests.
	3 years from end of system
Consider whether record can be fully anonymised after this period (or no personal data collected in first place) where there is a need to keep these requests for a longer period (for example, 7 years to align with limitation periods).
	Business need
Contractual obligation
Limitation period
	No statutory period so organisation can balance need to retain these records against data minimisation principle.
Consider whether support services are provided to external customers, in which case contractual obligations and limitation periods may be relevant.

	Technical information relating to external customer user accounts.
	1 year from account closure.
Consider whether record can be fully anonymised after this period (or no personal data collected in first place) where there is a need to keep these plans for a longer period.
	Business need
Contractual obligation
Limitation period
	No statutory period so organisation can balance need to retain these records against data minimisation principle.
Consider whether contractual obligations and limitation periods may be relevant.

	Contracts and agreements (software licences, support agreements, hardware agreements etc.).
	7 years from expiry of the agreement
	Limitation period
	See also Procurement section.

	System backups.
	3 months
	Business need
	May be different depending on the system.
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	TYPE OF DATA
	RETENTION PERIOD
	REASON
	COMMENTS

	Bought in mailing lists and associated contracts.
	1 year for mailing lists. 
6 years from expiry or termination for contracts (12 years for contracts executed as a deed).
	Best practice for mailing lists
Limitation period for contracts
	Consult ICO guidance on bought-in lists; ICO Direct Marketing Code recommends that organisations should not rely on indirect consent given more than 6 months ago.

	Marketing database records (e.g. lead generation, meeting feedback, contact data etc.).
	2 years from last contact
	Business need
	Depends on the nature of the business.

	Customer relations database records (e.g. call centre records, queries, meeting feedback, account history etc.).
	6 years from last contact
	Business need and limitation period
	

	Order fulfilment records.
	6 years from completion
	Limitation period and accounting requirement
	

	Opt-out/suppression lists.
	Indefinite
	Business and compliance need
	Only sufficient information to enable the opt out should be retained.

	Evidence of consent to marketing (including electronic marketing).
	While consent valid
6 years from date consent withdrawn or ceases to be valid
	Business need
Limitation period
	Consent can be withdrawn at any time and may not necessarily remain valid indefinitely although how long it remains valid will depend on the context.

	Market research, marketing campaigns
	2 years from completion
	Business need
	DMA suggests two years from last campaign.

	Press releases
	5 years from publication
	Business need
	

	Customer complaints handling
	6 years from settlement or closure
	Business need and limitation period
	

	Website analytics reports from cookies and other similar technology
	2 years
	Business need
	This refers to the output from information obtained via cookies. No firm period recommended by the ICO, although the French regulator recommends 25 months from collection and, for Google Analytics the DMA recommends 2 years.
Cookies themselves may be set for different periods depending on the function of the cookie.
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	TYPE OF DATA
	RETENTION PERIOD
	REASON
	COMMENTS

	Unsuccessful tenders
	2 years
	Business need
	Businesses that have a large number of tenders may prefer to only retain for 1 year but will depend on the nature of the business.

	Successful tenders
	Contract period plus 6 years (12 years for contracts executed as a deed).
	Limitation period
	

	Contractual documents 
	Contract period plus 6 years (12 years for contracts executed as a deed).
	Limitation period
	



[bookmark: _Toc95994286]Legal Records
	TYPE OF DATA
	RETENTION PERIOD
	REASON
	COMMENTS

	Legal advice and opinions (non-litigation).
	6 years after life of the service or matter the advice relates to
	Business need
	

	Legal advice and other records relating to specific litigation or claim.
	6 years from settlement or withdrawal of claim
	Limitation period
	

	Data subject rights requests
	6 years from closure of request
	Limitation period
	

	Previous versions of policies, including IT policy, privacy policy, retention policy etc.
	6 years form being superseded
	Business need and limitation period in the event of a related claim
	

	Monitoring and investigation requests
	6 years from closure of investigation

	Limitation period
	

	Insurance claims
	3 years after settlement
	Limitation period
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